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1. Abstract

Target that we are facing here is armadillo packed dynamic link library with strategic code
splicing and iat elimination. In theory packed dlls may have copy-memll and nanomites, but in
practice it is very hard to implement, requires separate debug loader for protected app, but it is
doable.

I've planed to show here how to code own tools to fix code-splicing and IAT elimination. It is
not smart to use Arminline all the time, you have to learn how to code and how to create your own
tools for some targets, and not only how to follow tutorials. Thinking and coding is all we need to
solve this target, and of course some tools.

Some coding knowledge is required, all macros/includes/lib/tasm32/tlink32 are supplied with
this document so you can compile my sources without a problem and adjust them for VAs on your
machine. If you plan to use masm32, | wish you best of luck with changing codes to masm32
syntax. tasm32 rulz

Tools that we are going to use:
- SoftICE
- OllyDbg 1.10 with HideDebugger plug-in
- ImportRec 1.6
- LordPE
- tasm32 5.3 (tasm32/tlink32 are supplied with this document)
- PelD 0.94
- Hiew

Included sources and files:

- eliminate [eliminate\eliminate.asm] used to rebase eliminated IAT

- addsec [addsec\addsec.asm] used to append apis loader to the last section of dll

- codesplicefixer [codesplicefixer\codesplicefixer.asm] used to fix codesplices in dumped
file

- eax [eax\eax.asm] yet another progy to fix some leftovers in final dump that didn’t
change with eliminate

- dllbane [dllbande\dllbande.zip] DIl Break ‘n’ Enter used to load dlls in softice for
debugging

- dump.exe [dump.exe\dump.exe] used to get hex binary dump of any file so it can be
used inside of your asm source codes, check addsec/import.inc which is binary dump of
tree.txt

- [tasm32] — includes tasm32/tlink32 and pewrite.exe needed to compile source codes, so
don’t worry if you don’t have tasm32 :D You will be able to compile source codes :D:D

- [importlib] — import32.lib needed to link my files

- [includez] — all my include files needed to compile my source codes

Note: each progy in it’s own folder has make.bat, when you change virtualaddresses, run
make.bat and you will get nice and clean compiled file.

S verom u Boga, deroko/ARTeam
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2. Finding OEP in DLL and fixing eliminated IAT

PelD shows that we are dealing with armadilloed dll:

P
[ PEID v0.94 =], < |
File: | C:\Program Files\FireDasmoniCoreald, di

Entrypoint: | OO0SES67 EP Section: | .kextl __:ﬂ
File Offset: 004867 First Bytes: [55,85,EC,53 | > |
Linker Info: |53.582 Subsystem: |wWin32 GUI =]

armadillo 2.51 - 3.0 DLL Skub - = Silicon Realms Toohworks [Creerlan]
Multi Scan Task Wiewer Dpkions | About J Exit |

W Stay on top ﬂ ﬂ

Finding OEP in armadillo packed dlls is not hard at all, all you have to do is load dll in olly
dbg, set memory breakpoint on Access on code section:

1BRE6EEE| H6581886| Coreold | FE header |Inmag|R RWE |
1 AEE]BER| BEE] 7EE0| Coreald | . fer= R oLic
1661 SF9E| BEEE0EEE| Coreald |.rd:  Ackualize
1 BECCARE| BEEREE0E| Coreald | . daf
16B2EBE0EE | ABEA2EEE| Coreald | Jrel Durnp in CPU
1BEZEARE| BEG4EP00 | Coreald | . tex
1BEEEQRE| BEE1 B8 | Coreald |.adz  Dump
1 BEFERED| BEE18800| Coreald | . dat
1BESERER| GEE188E86| Coreold |.oel  Fearch Ctrl+E
1 AESERER| ARESEEEE| Coreold | . pds
1611ERER| BEEE4EEE| Coreald | . rst
77120660 BERA1668 | OLEAUTS:R Set break-on-access Fz
i e n i
« OTF .
;;igésgs SSSS?SSS gtEEH;g% . dat Set MEemary tlI’EEIkDEIII'It an access
« I'SX = g
771RSE0E| DEEREEEE| DLEAUTSE| (re| ot memory breakpoink on write

Tr4ERREE| BEEA1AEA| ole32
77AE1DD0| G011E088| oless | .te  OO¢ ACCESS .
froceaes sasssen cloxt | [on

ale .dat i
Soeonoen| popaoen| olesz | ireg -oPv todipboard g
TrEEEREE | BEEREREA | ole32 rel Sart by [ 3
FrilBaBae aaaalaaa| MSUCET
rrollead) eaa4caan) MSUCRT | .ter  Appearance k
TrCE0EEE | BEEETERE| MSUCET Ldatl B R A R T D e i
TrCEdEEa | BaanlBan MSUCET L EDC LESOUTCES Imag]H ]FHIJE ]
TrCEERER| BEER3EEH| MSUCRET e loc relocat ions| Imagl R RWE

And run code:

5 2=} BFEERG MOUSE ERH,BYTE PTR OS: [EAX]
GEZRESLE| 3305 DESS3CER | WOR ERH,DWORD PTR DS: [3CSSDE]
BEZREEZ1| 25 FFaaasas AMD EAX, BFF
BEZREEZE| SEBD DBSS3CEA | MOU ECk,OWORD PTR DS: [3CS50E1
BEZAEEZC| C1E9 83 SHR ECK, 2
BEZAEEZF| SEE425 B4HCFFFF| MOW ERX,OWORD PTR S55: [EEP+ERX#4+FFFFACE
BEIAERZE| 23C1 “0R EAX,ECK
GEZAES2E2) A2 D2EE2CAA HMOU DWORD PTR D5: [3CEEDS21, ERK
AEZAES20)| ~EB B3 JMP SHORT BE2A0DFFF

&A 81 PUSH 1
BEZRER41| 53 FOF _ERX
BEZREA4:2| 8508 TEST ER=,ERX
BEZAEA44] 74 B3 JE SHORT BE3AEB4F
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Now set BPX as shown on picture and run code till you break on it, after you break at BPX, clear it
and set new Memory break point on access at .text section and run code (same as on 1% picture):

HWlLEEL
HE1E2F2
PEI grg

15543
15945
A1594R

S22 UCEUMS1Y Wy SUE LUED FIE Lo L1WdSeUU0r ],

2985 DCeDEz216
~72 DE

=]

FF1% E4&1°9000

3325 EBsDBAZ16 &

g9

23Ca

4@

C2 acas
&R BC

&2 EBCoAl1A
ES 8818888

©| 75 B

3930 DBsDBz16

| ~BFSd ACBEEERE
3BFA

C]~74 BE
23FE a2

~75 31
Al DeebEz1@
3BCY

w74 8c

CHP DWORD PTR DS:[18@2500C1, EHH
JHE SHORT Coreold. 18815209
PUSH ERX

CALL DWORD PTR DZ: [P061E4]
AND DWORD PTR D5: [188260E6], &
POF ECX

XOR ERX.ERX

ITHC ERX

RETH @C

PUSH @&

PUSH Coreold. 1BE1C2ES

CALL Coreold. 18815A3C

F ERX.ERX

ERX
MOU DWORD PTR S5: [EBP-1C1,ERX
#OR EDI.EDI
HMOU DWORD PTR 55: [EBP-41,EDI
MOU ESI.OWORD PTR S5:[EEP+C]
CHF ESI.EDI
JHME SHORT Coreold. 18815930
CHF _DWORD PTR DS:[18@2600681,EDIL
JE Coreold. 188153EE
CHP _ESI.ERX
JE_SHORT Corecld. 18815943
CHP ESI.2
JMZ SHORT Coreold. 18815974
MOY ERA, DWORD FPTR DS:[1062:cDD2]
CHP EHH.EDI
JE SHORT Coreold. 18815955

MSUCR?l.free

10015910 is OEP of this DLL, so now you know where to set hardware breakpoint to get always on
OEP of this dlI.

Note: whenever you plan to unpack dll, and you are not sure about oep, locate suspicious entrypoint
and set hardware breakpoint on execution, so you might examine stack for handle of dll, reason,
reserved arguments of DIIEntry callback. Just note, has nothing to do with this tutorial :D

Now I will show you IAT elimination and code splices so you know what we have here:

IAT Elimination is located at : 100158FC , as you can see call to API is out-of our dll range. Base
of dll is 10000000h and IAT is rebased at 9D6000h so we are sure that it is rebased, but it is not
only rebased, it is also shuffled to trick importrec when fixing AT, take a look at next picture:

Address

Ualue

Corment

aE90&1E4| FC342151
EEZ0E1ES | BRZDEEEE
BE20C1EC) FrDO7PS3
EEz0c1FE| PrDDCEFE
GES0ELF4 | PCIAGEES

MSUCRF 1. free

AOVARIZZ. OpenProcessToken
AOUARIZZ. FegC losekey

MSUCPFL. P ?ibas ic_string@OUTschar_traits@0EstdE@EUTEal locat orB0EZEE: L JRROAEAALG 1 @FEDRS
HAZ0E1FS| YCE341CBE| MSUCREY L. _
HAZ0ELFC| FCREBE0C | MSUCRY L,
Qa706288| Fri124BC2
AES0E284 | FCEALESD
HEF0E2ES| YYELIRA41
HEZ0EZEC| YCEA4580
HA3062168| BE397139
EE20A214 | BRS97ASC
HAZ0E218| FCEOCEER
BE90621C| FCE12851
QEZ0EE22E| BE39TAZE
AES0e224| FYO85830
HEF0E228| YCEEIFI4
HAP0E22C| FCI56FBF | MSUCRY L. _stat

ARONS 200Gl 2r0ACECA

initterm
_stricmp
OLEAUTZZ2. Sws=Al locString
MEUCPFL, Pr1vibasic_string®DU?Schar_traitsEOEstdEEUTSE L locator@DEZEES T JEEDAERKT
AOUARIZZ. LsaRemoveAccountRights
MSUCPFL. ?f ind@?ibasic_string®DUTschar_traitsEOEstdEE S 3] locatorB0E2EEStJERDEEIPEDI IEE

kerne l32. lstrlenf
kerne 32, Getlers ionEXA

USERZZ. GetUserObjectSecurity
kerne 32, Inter lockedDecrement

MCIIED7d LL la~k

Yup, something is wrong, you see all those imports shuffled, they are kinda annoying to fix with
importrec, at least | didn’t succeed to fix them via importrec so | took another approach that may be

used on any shuffled import table, in any other protector.
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Also if you step into first call you will see code splices:

1BE15A3C| &2 REScAllA PUSH Coreold. 1BB156A8 JMP o MSUCRY L. _edcept_handler3 -~
TEE1EA41 | &4:Al @EEEEEER | MO ERH, OWORD PTR FS:CA] 1
lEa1sa47 | -E3 1255B2F1 JHMP @1B30FEE

1EE1ER4C| 661 87FL ACHG CH,SI

1EB1ER4F |~ 73 B8 JHE SHORT Coreold. 18815A51

II'A'TI“I._I'\L'1I CZ 070 el e o7

JMP at 10015A47h is one out of many code splices, but we have to fix IAT first, code splices are
easy to fix, but with imports we must not make any mistake, we need all imports and we will force
armadillo to store redirected apis in IAT and latter we can dump it and code loader to load those
APIs. Remember _strcmpi ? :D

Also code-splices are located at random addresses so address pointer by jmp will be changed latter
during this tutorial :D Armadillo uses time() to get random memory address for code-splices, this
can be fixed at runtime but we are talking about coding our own tools to fix this and we are taking
harder way which requires more knowledge(mostly coding knowledge). If you wanna know more
how code splices can be defeated at runtime, | suggest you to read haggar’s Armadillo reversing
tutorials [1], he did outstanding job with code-splices :D

To fix imports | will use SoftICE, there is to much typing and clicking in olly, and | hate that + I've
got familiar with sice conditional breakpoints and macros:

fire up dllbande [src/exe] and you will be in your SoftlCE soon: (dllbande is silly name for DLL
Break ‘n’ Enter progy that 1’ve coded for my own needs)

K|

stolen byte From dil entry @ 0x55
dll entry point at : 0x10068367
rmake sure that i3here is on

Ii_-J

Now, set bpm 10015910 x drO to break at your oep, make sure that yates's anti-bpm is on so we
can avoid drX-clearing trough SEH.

Well remember all those addresses that I've told that might change? well guess what, IAT address is
changed due to simple fact that I've changed my os to win 2k sp4, 1AT is still the same but it has
now different address. Now we shall hunt down everything we need to rebuild IAT from SoftICE
with nice screenshots :D
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[18826DEB] , BB

o
&
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=]
)

1,EAX

a@2
FTR
nDC
n9
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and we see that it points to: E661E4

call to eliminated IAT

Now take a closer look at 100158FC

so all we want right now is to see when we have some writing at that address. You may use olly to

break at certain address, but I will use SoftICE to go fast on this subject:

So load dll trough dllbande again and set BPMD E661E4, and run code, you will break here:

=
o
=]
o=
=
L
L
L
L
+
By
=]
Ll
i
*

BP+FFFFDG181]

[

EDM

gBBaB=71a
EBP+FFFFAAZB]

bbb b b L b b b b L

tutorial warmadll™

H— 1

CRT*?Z?2RYAPAXIEZ

E_LEE_LEE_LEEEH

- T
SESIDIESDIDEDDD DDA DD DEN -

ExEL=- ESETEEE

L R S 2 2 e
el I =
LR LR LTI I LR

ST LT TTTITITIL,
0 =plepleylegleplegleylogleyleplogleley]
LA

EEEECEELEETAL

Peleel o lYel== Lo ko b o Ty Y]
0 G0 G0 00 G o T T R P
LA
e e e

LI

SEEEEEEEEEEES-EEIEEEEEEEEEE

or press F5 to see if we are going to break at something

so type X

not the one we need,

Nope

good:

{error Xd4d3"

oo m

function

Lt e

F+FFFFD3841
le
tf1

EB
wE

P
5 1

+B81

R LEAX+B4]

LEAX] , BABEBB03
*sprin

*CetLastErvor]

ag 1
2'GetTickCount]

FD9181, EAX

IF

BP+
aX1
FPTR
L32

-
=]
w
]
¥
L
L
L
™
+
&
=]
Ll
=]
-

LI A o L L P Ly L L G L L
+ + =+

=X IIT T
ot o i il 3 0 0 o e 5 S e ol ot e 2

FEEEEEEEEEEEEEEREEREE -
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Hell yeah, if you take closer look at COCDB9h you will see import filling process, now here is part
where Armadillo decides which API address is stored as is, and which API is redirected to
armadillo’s virtual security.dll or any other memory bridge :D Scroll a little bit up:

En¥ [EBP+FFFFC258
D EBR [EAM+B8],

188
EAX,[EBP+FFFFC1381
CEBPF+FFFFC2581

TR L[EAX]
185
EBF+FFFFC1581
EBFP+FFFFC2681

CRT?*_styrcmpeil

==

==

-

-
PrmAETmmaEmmmemmmmmEEmmmE ST

i

Pl bl
T+
2]yl
Fedenly |
i)

EAX
SCCl
A
B+FF
SCCl
aCEE
s CEEP+FFFFR4a8]
FFFD4as1, EAX

i
i
C
G
L
[
C
C
C
i
i
C
G
L
[
C
C
C
i
i
C
G
L
[
C
C

A
A
MO
[n]
P
AX
AM
AX
AX
ME
CM
CM
A
[=]
AX
AM
EB
[<.
[z
AM
AX
EB

ChcHE ook r DA D S ea

M mEGmmmo

P+

Haha, do you see _strcmpi at COCBFE? Yeah, do you see jnz at C9CC06? Well we are not going to
patch jnz to jmp. Trick here is to set hardware breakpoint at C9CCOAh (eax is zero) and whenever
that bpm is triggered to continue execution from C9CC1Bh. Luckly Armadillo will try to obfuscate
a few calls from kernel32.dll, user32.dll and as | know one from advapi32.dll (RegCreateKeyExA).

So, again, fire up dllbande and set hardware breakpoint like this (ofcorse don’t delete one that will
stop at entrypoint):

BPM C9CCOA x drl do "reip C9CC1B; x"

Softice users know what this will do, but for olly users I’ll explain this, simply we tell softice
whenever(in this particular case) eip reaches C9CCOANh, to change eip to CO9CC1Bh and continue
execution from there, instead of patching jnz to jmp :D:D

SoftICE will popup a few times, and finally it will stop at our entrypoint because we didn’t delete
our hardware breakpoint on execution at : 10015910.

When we reach OEP we are interested in moving IAT in some section that will be present in our
dump. After a little bit of thinking and looking in hiew, | decided to use .adata section:

ABM16216 ARAA1BHA BHANANAN BAWABREBE 6BAHBKHAZA
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.adata section has RVA of 6E000 which added to image base gives us 1006E000h VA.
Now we shall code progy to fix calls/jmps and some mov instructions and reabse IAT.

First we need some constants [code is located in eliminate\eliminate.asm]:

<++>

e _start equ OE66000h

e _end equ OE666D4h

e_new equ 1006e000h
Cc_start equ 10001000h
Cc_size equ 17000h

c_end equ c_start + c_size
pid equ 2e0h

<++>

e_start and e_end are constants that represent eliminated IAT start VirtualAddress and eliminated
IAT end VirtualAddress.

e_new is VirtualAddress of .adata section

c_start - VirtualAddress of code section

c_size - size of Code section

c_end - VirtualAddress that represents end of code section
pid - well no need to explain this :D

Idea is now simple, read whole code section out of DLL using ReadProcessMemory, and rearrange
all calls to point to .adata section using this simple formula:

OIdVA - e_start +e_new

This formula will be used for each eliminated call, when this process is done we shall simply read
old eliminated IAT and store that into .adata section using WriteProcessMemory.

<++>
push pid
push 0]
push PROCESS_ALL_ACCESS
callw OpenProcess ;open process, not much to
mov phandle, eax ;comment here
push offset oldprot
push PAGE_EXECUTE_READWRITE
push Cc_size
push C_start
push phandle
callw VirtualProtectEx ;change protection on whole code

;section
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push PAGE_READWRITE
push MEM_COMMIT
push C_size+1000h

push 0]

callw VirtualAlloc ;allocate big enough buffer so

mov code, eax ;we can copy whole code section
;and make all modification
;In our process

push offset oldprot

push PAGE_EXECUTE_READWRITE

push e end - e_start

push e_start

push phandle

callw VirtualProtectEx ;change protection of eliminated

; IAT code block, not required

push PAGE_READWRITE
push MEM_COMMIT

push e end - e_start
push 0]
callw VirtualAlloc ;allocate buffer for eliminated
mov eliminated, eax ; IAT because we will copy that
; -adata section section iIn this
;example
push 0]
push e end - e_start
push eax
push e_start
push phandle
callw ReadProcessMemory ;read eliminated IAT
push 0]
push Cc_size
push code
push C_start
push phandle
callw ReadProcessMemory ;and read whole code section in
;allocated buffer
<++>

This is simple part of code, all we do is allocate big enough buffer to read whole CODE section,
and also one buffer for eliminated IAT (we need it so we can copy that to .adata section).

Code is commented, and there is no much to talk about this part, what we are interested here is
fixing call/jmps and mov instructions. Hold on, simple algo is coming:

<++>
mov ebx, code
mov edx, ebx
add edx, c_size
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;whole engine to eliminate IAT i1s here, note that this progy

IS more

;than good to use lde and speed up process without any chance to foobar

;iT it 1s 1In our eliminated i1at range, we use simple

;Fformula that 1"ve presented above:

s IAT_ELIMINATED_PTR - ITAT_ELIMINATION_BASE + NEW_I1AT_BASE

sub eax, e_start

add eax, e_new

mov dword ptr[ebx+2],
__notmine: 1Inc ebx

Jjmp __cycleredirection

<++>

Done, simple we scan code section for FF25 and FF15 and changing addresses :D

;something during static analyze of this code, sometimes 1 love vc
;compiler:D No embedded data in code section, procs are padded with iInt
;3h so we can use LDE without any problem on whole code section
;As you can see ebx i1s pointer to buffer that contains code section, and
;edx 1s used as end_of code check
__cycleredirection:
cmp ebx, edx ;iT end of code we are done and ready to
jae __done ;copy modified section back to dil for
;dumping
cmp word ptr[ebx], 15FFh ;is 1t call []?
je __checkelimination ;iT yes, try to rebase it
cmp word ptr[ebx], 25FFh ;is it jmp []?
je __checkelimination ;iT yes, try to rebase it
cmp byte ptr[ebx], 8Bh ;one more condition in this dll
jne ___1ncebx ;mov ebx, dword ptr[iat]
;6 byte len instruction
;mov eax, [redirected iat]
;should be fTixed latter
push ebx ;at this point I call lde to
call 1dex86 ;be sure that this i1s not wrong
cmp eax, 6 ;instruction, no sib/dis/imm
je __checkelimination
___1ncebx:
inc ebx
Jjmp __cycleredirection
___checkelimination:
mov eax, dword ptr[ebx+2] ;now we take address used
cmp eax, e_start ;by this iInstruction In eax
jb __notmine ;and check iIf that address
cmp eax, e_end ;is Iin IAT eliminated range
ja __notmine ;iT not we continue scan
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Now run this code(compiled to take your values, run make.bat ) and check how code has changed.

Before:

B26DDCT , Bd

M

Tl1e826DEB], B0

o
]

.
-
L]
=]
=1
W
)
17}
o]
-
=

=
3
L
=1
w

1, EAX

L1882
I PTH
26 DD
a8D9

oo oL
SouUMNISoET:
EE-RUERIR

FEEEEEEEEEEEEE0E-EEEE]

: 1006E1E4h , it is rebased IAT :D :D we did it :D

Heh, check hex value of call

to be

Note: there are also some leftovers like mov eax, [] but we are going to fix them latter on,

honest I’m writing all steps that I’ve took to solve this armadilloed DLL for the first time. Approach

used here

| guess :D

is not common
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Run LordPE and dump this dll, settings that I’ve used in my LordPE:

—D raﬁ'ﬁ'ﬂrﬁp.ﬁe;:i.f.il_éé are...

— PEEditar

...for the PE editor

Split: azk for file locations

Section Table: autofix Sizelfmage
|
Feagizter shell extenzion

...far Break'n'Enter

| ...Tar the Rebuilder

— Task Viewer

— Rebuild
Full dump: pazte header from dizk Ari ;
Full durnp: fix Header Statuz window

Full dump: farce Bah mode Drumpfis
Full dump: rebuild image Realign file...

|| Agreement required for terminations e
|1 Delete temp files for PE editor -
hice
— General

|| "Wipe Relocation

|| Febuild ImpartT able
" alidate PE

|| Bind Impaorts

|| Change ImageBaze to;

| 0400000

|| Alwayz on top
Reztore last directary on ztartup

Fiestare last main window position

—Break & Enter
[ Register shell extension

> Wl L

&

Ok

Cancel

i

When DLL is dumped we have to run importrec and get all valid addresses from rebased I1AT:

A ]

Attach to an Active Process

|n::'xprc'gram files\firedaemontdlbandeloader. exe [00000F0C)

~] _PickDLL |

Imparted Functions Found

-y 000GE D30 ptr: OOCE7 163

- mya000GED34 ptr: OOCE7162

-y 000GE D3R mod: advapid2. dil ord: 0017 name:ddddccessdllowedbce

-y 000GED3C mod:advapids. dil ard:0130 name: R eaCreatek ey wd,

- ryar JO0BE 040 mod: meverd1.dll ord: Q00 name: 7 0exception@@LAE @S
- rya: JO0BE 044 mod: adwvapi32. dil ord:01EC name: StartServiced,

-y O00GED2C mod:kernel32.dll ord: 0306 name:\wideCharT akdultiByte _A_I
e |

- rya JODBE 048 phr: OOCBEFED _lLI
4| | 3

Show Inwalid

Show Suspect

Auta Trace

Clear Imparts

Log

Current imports:;
[ [decimal: 0] valid madule(z)]
1B1 [decimal:4.33] imparted functionz). [added: +1871 [decimal:+433

| unresolved pointer[z]] [added: +CB [decimal:+203]]

[CB [decimal:203

rva: JO0GEDBC forwarded from mod:mtdlldll ord:00CE name:RtSizeHeap _ﬂ

Clear Lag

IAT Infoz needed-

OER IEIEIEI'I 5310 AT AutoSearch I
R, lEIEIEIEEEIEIEI Size IEIEIEIEIEIED4

R, |DDDEIDEIEIEI Size IEIEIEIEIEIEIEEI

v Add new section

Mew Import Infos [[ID+ASCH+LOADER]—

Load Tree l Save Treel Get Imports Il Fix Diurnp Il

Options

About

E =it

il e B

Page 12 of 22


http://www.pdfdesk.com

Unpacking Fire Daemon 1.8 Armadilloed dll

Note that | didn’t use IAT AutoSearch because it will report invalid OEP, click on Get Imports,
and you will get similar output as I did.

If you mark invalid pointers with importrec you will see that some APIs will be marked as invalid,
if you cut them you will mess everything because they are needed for final dump to work!!! So we
can’t use importrec to fix imports but we have all APl names, including DLL and RVA where
address of API should be. Cut invalid thunks and fix dump just to make imports because on win2k
non exe/dll will work which doesn't have import table!!! This doesn't apply for XP. Note, when you
fix dll it is not fixed yet, some imports are still missing, | figured this when I've switched to XP and
figured that half of imports are missing due to wrong recognition of INVALID ptrs by importrec.
So loader is only way to fix our imports. Anyone knows any better way? :D

Save imports that you got with Save tree. (including invalid ptrs, delete them from tree.txt using
text editor and also remove importrec comments from tree.txt)

Let's have a look at modified tree.txt to see layout of importrec tree:

1 0006E45C msvcr71.dll 0144 _iob

1 O0O0O6E460 advapi32.dll 0172 OpenServiceA

1 O006E464 advapi32.dll O1BF RegisterEventSourceA

1 OOO6E468 user32.dll 00C2 EnumbDesktopWindows
NNNNNNNN NNNNNNNNNNNN NNNNNNNNNNNNNNNNNIN

Address RVA Dynamic link library AP1 Names

Wonderful, ALL WE NEED TO FIX THIS.

We have to modify tree.txt so it becomes binary file, as far as you all know, importrec separates
columns using TAB(\t in C) and we have to change all of them to '0' because we are gona work on
some strings here. Open tree.txt in UltraEdit32 and delete invalid ptrs including importrec header.

select Search -> Replace:

zgiz 37 31 ZE 64 6C ; BE0IC.mswver7l.dl

rF 61 OD 0OA 31 09 ; l.DlES._itDa..l.

Findwhat: |03 | Find Mext | 3 76 63 72 37 31 ; OOOGEDZ0.msverTl
he 70 V2 89 B6E T4 ; .dll.0ZAYV.fprint

Replace With: ]EII:I ;i Replace | 0 32 43 09 6B 65 ; £..1.0006E0ZC.ke
19 30 33 30 36 02 ; rneli:Z2.dll.0306.

HE>:1$|,jtrings shu:ubuld have tw;fcharacte;-ls per_l:ru-l_l,lte and Replace Al I ID 75 6C 74 69 4% : WidecharToMultiE
:pa;’ce:”emay FaeReistzt o snctis) Gl e 6 45 30 33 38 09 ; yte..l.0006E038.
Example: FF FE FO' ar FFFEFD Carcel I hC 62 09 30 30 31 ; advapiizZ.dll.ool
plddiccesshl low

I Find ASCI ce..1.0006E03
I™ Match Case 918 items replaced. dvapi3z.dll.o
; Help | RegCreateKey

™ Regular Expressions [ASC1 Only) Close Replace Dialog? . 1.0006ED040.
agoooolioh: el V3 Ve 63 Ve 3V 31 SE 64 BC cr71.d11.000E
00000120k: 09 3F 3F 30 65 78 63 65 70 74 Yes Mo | DexceptionfAQ
oo000130h: 41 45 40 55 S5 0D 04 31 09 30 XZ..1.0006E04

Not bad, we changed all tabs to “0’, same thing should be applied for CR/LF.
In Find What type : 0D OA and in Replace With: 00 00, click on Replace All :D
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Bingo, we got binary dump file ready to be used with our loader.

Now is time to code code injector that will load our imports, | will focus more on structure of
loader(API resolver) because you may find a lot of documentation about PE on net, and also about
VX coding, or just check addsec\addsec.asm

So far our modified tree.txt looks like this:

00000000: 31 00 30 30-30 36 45 30-30 38 00 6B-65 72 6E 65 1 0006E008 kerne
00000010: 6C 33 32 2E-64 6C 6C 00-30 30 33 35-00 43 72 65 132.d11 0035 Cre
00000020: 61 74 65 45-76 65 6E 74-41 00 00 31-00 30 30 30 ateEventA 1 000
00000030: 36 45 30 31-43 00 6D 73-76 63 72 37-31 2E 64 6C 6E01C msvcr71.dl

1\x000006E008\x00kernel32.d1\x000035CreateEventA\x00\x00

Steps that loader will take:

1. increment pointer by 2 to get RVA

2. convert string-RVA to hex-RVA and add imagebase to it

3. load dll via LoadLibraryA and increment counter by 5 to skip ordinal

4. load API and store address to VA calculated in stage 2
5. locate end of API string and set pointer to next line from tree.txt

Here we go again with code:

<++>
pushad
call delta ;usual code to get delta
delta: pop ebp ;in any offset indipendent
sub ebp, offset delta ;code

;eg- viruses, shellcodes
;packers, protectors

mov eax, dword ptr FS:[30h]

mov eax, dword ptr[eax+0ch]
mov eax, dword ptr[eax+1lch]
mov eax, dword ptr[eax]

mov eax, [eax+8]

mov [ebptkernel32], eax

;get k32 base address from PEB, all greetingz fly
;to Ratter/29a who discovered this nice technique
;that works great on NT based os-es

gethash <GetProcAddress> ;gethash is macro that will
push hash ;generate hash at link-time
push eax ;for certain api, and may be
call getprocaddress ;used later to get APl by
mov [ebp+GetProcAddress], eax j;scanning export table of
gethash <LoadLibraryA> ;dll for matching API name
push hash ;Check 29a #4 zine for more
push [ebp+tkernel32] ;info, tutorials by Billy
call getprocaddress ;Belcabu and Lethal Mind.
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mov

lea

__cycleallimportz:
lea
add
cmp
jae
add
push
call
add
mov
add
push
calle
mov

__getdllend:
lodsb
test
jnz

add

push
push
calle
mov

__getapiend:
lodsb
test
jnz
inc
cmp
je
Jmp
__gotooep:
popad
db
dd
nop
GetProcAddress
LoadLibraryA
kernel32

include

include
<t++>

[ebpt+LoadLibraryA], eax;gethash uses zOmbie’s hash

esi, [ebp+imports]

edi, [ebp+imports]

edi, import_end
esi, edi
__gotooep

esi, 2

esi

htodw

eax, 10000000h
edi, eax

esi, 9

esi
LoadLibraryA
ebx, eax

al, al
__getdllend

esi, 5

esi

ebx
GetProcAddress
[edi], eax

al, al
__getapiend

esi

dword ptrf[esi], O
___gotooep
__cycleallimportz

OESh

o

dd ?
dd ?
dd ?

apizloader.inc

htodw. Iinc

;algo, 7 iInstructions code

;esi pointer to our binary
;dump of modified tree.txt

;skip 1+0x00

;convert string to HEX
;align to imagebase
;va of thunk in edi
;rva of api + Ox00

;load this dll
;dlThandle In ebx

;increment pointer
;by searching for O at end of
;diIl name

;ordinal+0

;pointer to API name
;dll base

;get api address

;store 1t In calculated
;VA

;Find end of API =)

;api is terminated by 2 zeros

;This should be patched in hiew
;as jmp OEP for this dIl._._.

;GetProcAddress is stored here
;LoadLibraryA is stored here
;kernel32 base i1s stored here

;my include fTile for
;getkernelbase and getprocadd
;string to hex
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DONE, run addsec.asm and you are ready to open hiew and change JMP to OEP with good
address. Also take care that since this is entry of DLL this will be called whenever DLL entry is
called (process_attach, trhead_attach, process_deattach, thread deattach) so it would be smart to
check if this is called for PROCESS_ATTACH, if so load APIs, if not jmp to oep, but I'll let that up
to you to code :D

This code will be treated as virus by many AVs due to the fact that entrypoint is in last section, but
as you can see there is no any evil code in here =), also we will use dump.exe (progy included) to
get binary dump of modified tree.txt so it can be used within our source code, compile and run
addsec.asm.

Go to last section and locate code start : "60E8™ which for me starts at VA 10123000, and patch jmp
0000000 to jmp OEP

&

v 1FUQ EDITHMODE a32 PE BBBECBA]1 |Hiew V.21 <c>SEH
BAABECHAY9: 833EBA d,.[e=sil.
BABECATC: 482
AABECAYE: EBBS
BABECAAA: 61
ABRECAA1 : EYABRBABOH
BABECHAG: 78
AAWECAAY : B@@a [eax].al
BABECHAY : BBAA [eax1.al
AABECHBAR : [eax].al

esi

BEBECAB? -
BABECABA : BaX .,
BARECABD :
AABECABF : esi.eax
BERECACL =
BARECACS : edi.lesil[B4]
BARECACG : 81 EVYABABFFFF edi. H £
AARECACC: 66813F4D5A w,ledil. ;' EZM’

2 3 [ B g 18

Hehe, change entry of DLL in PE header to beginning of your code (for me it is 123000) and load
code in Olly, you will see that all imports are being resolved at runtime.

Done with boring part so far, all we need is to fix code splices now.
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3. Fixing Code Splices

Heh, annoying part starts now. Why? Because | figured that my Ide doesn’t handle well prefix 67
with some instructions. 67: jecxz was recognized as 4 byte long opcode, due to wrong flags in
lookup table, but I’ve fixed that now.

Dump code splices and finally nail this bitch(follow any jmp that takes to code splices):

[2leltl1lT]

Ef¥, [ESP+1C1
+i66ia4Fs

ECK, [ESP+24]
ECK, [LESP+1C]
EEX, EBX

X

+
+

(3]
EC
EB
ED
E
=]
%]
E
E
+d
+d
E
E
B
1
]
1]
[3
a

[ESP+681,89

0P 0 50 s 5 Y 0 e o 5 2 e B G s P
>
-

1o e e o O e e 1 i o e e e

ﬂEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
P e e o £ 0 8 0 e e e e 50 5 0 D D

A T A A T T A Al ALl
e e e e e el Ty
E=l=e]

[o]
[t
H

Locate W|th LordPE region that holds your code splices and dump it, also don’t forget to remember
base address of your code splices because we are gona need it to fix them.

if we take a closer look at code splices code, we might figure that they are easy to fix. Why? Do you
see JMP at 26BD001h ? It will take us to place from where jmp in code section jmped to code
splice:

Example:
100144F0 JMP 26BDO0Q0 -------=-========n=nmmmmmmmmmmeo > XCHG EDI, EBX
100144F5 NOP XCHG EDI, EBX

MOV EAX, [ESP+1C]
IMP 100144F5

JMP in code splice will take us back to instruction after JIMP 26BD000, which is at 100144F5h,
now when you calculate that address use it to locate instruction in CODE section, sub that address
with 5 and bingo you are at VA of jmp that will redirect execution to this particular code-splice.
Simple? Just change offsets in jmps in code spliced section, and in code section :D

Source code is included [codesplicefixer/codesplicefixer.asm]

Oki, when you have dumped spliced section, add that as new section to our partially fixed dump file
using LordPE:
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— Baszic PE Header Infarmation e — I_l
: L Ee
M arne | WOffset | YSize | ROffset | PSize | Flags - | _J
Ir reloc Q002B 000 00003000 Qa0z4800 o001 Fa4 42000040 L
gl temtl QO0ZE D00 no040000 Q00z&300 00034524 BO0000Z0 __,_]
.adata Q00GE D00 Qo071 00ao Q0061 200 0o00060nE E 0000020 :]
B .datal Q007E QOO 0007 00ao Q0061 A00 0000&70E COo00o40 =
Bl .relocl Q0O03E D00 Qo071 o0ao Q00E3200 nooo301c 42000040 -J
5 pdata Q003E Q00 00030000 Q006E 400 0o007Ea0E CO000o040 -
N 001 1EDOO 00004000 NO0E &S00 0o0033ca 4000004
E 10 WRTRTRT=IR R0 NO00E000 EO000020 =
edit section header. .,
= o QOO0+ ) -
ok I hes edit section, .. JE | ‘ m

lnad section From disk. ..
save section to disk, ..

add section header
wipe section header

And we are ready to fix splices once and for all.

Sorry but I've dumped codesplices in 2nd run so I'll have to use 2 base addresses for code splices:

1st - from 1st run : 26B0000N used to fix jmps in CODE section (I've dumped dll at this point)
2nd - from 2nd run : 35A0000h used to calculate where splice should jmp

All needed data to fix this are here:

<-->

codespliceva equ 26B0000h ;VA of frist run

codesplicevaZndrun equ 35A0000h ;VA of second run

codesplicenewva equ 10128000h ;VA of code splices 1In image
;hewly added section

imagebase equ 10000000h ; imagebase

<-->

Note: if you have dumped code splices at the same time when you have dumped dll then

Let me introduce you my code splice fixing engine :D :

<++>
__disassemble:
push s _ptr
call 1dex86 sreturns len iIn eax
mov esi, s _ptr ; First we check for end
cmp dword ptr[esi], O ; of spliced section, which
jne __goon ; Is padded with Os
cmp dword ptr[esi+4], O
je __done
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__goon:
cmp byte ptr[esi], OESh ;is this jmp 327
je __check _code_splice ;if so check for code splice
add S _ptr, eax
Jjmp __disassemble

__check_code_splice:

mov ecx, s_ptr ;S_ptr raw of iInstruction

sub ecx, Ss_raw ;PointerToRawData of spliced sec

sub ecx, mhandle ;handle of mapped file

add ecx, codespliceva2ndrun j;constant to get VA of splice

add ecx, 5 ;len of Instruction

add ecx, dword ptr[esi+1] ;ecx has virtualaddress of next
;instruction after jmp to code
;splice

mov edx, ecx

cmp edx, 10001000h ;check 1f jmp is In our range
;7'E9 00 00 OO 00" and similar

jb ___check ;should be skipped

cmp edx, 10018000h

ja ___check ;check 1s used for debugging

;of this code

mov eax, s_ptr ;how we repeat same steps but

sub eax, S_raw ;this time we need VirtualAddress

sub eax, mhandle ;of splice In dumped file so we

add eax, codesplicenewva ;can calculate relative jmp to

add eax, 5 ;opcode after jmp code_splice

sub ecx, eax ;calculate new relative

mov eax, s_ptr

mov dword ptr[eax+1], ecx ;and fix code splice =)

push edx ;how locate jmp in code section

pop eax ;which 1s at jmp from code splice

sub edx, imagebase ;addr-5

sub edx, c_rva ;edx has VA, we sub VA with image

add edx, C_raw ;base and section RVA, and add to

add edx, mhandle ;1t section RAW and mhandle so we
;get position of jmp in code
;section

sub edx, 5 ;heh jmpy located (raw)

sub eax, 5 ;Jumpy located (VA)

;how we have to fix jmp in code section which is located in EDX

mov ecx, eax ;calculate address at which jmp
add ecx, 5 ;to code splice is pointing
add ecx, [edx+1]
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sub ecx, codespliceva ;wrong addr in ecx so we have
add ecx, codesplicenewva ;to recalculate i1it: sub ECX with
sub ecx, eax ;base of code splice region and
sub ecx, 5 ;add to 1t VA of code splice
mov [edx+1], ecx ;section In our dump Ffile
__continue:
add s ptr, 5
Jjmp __disassemble
__done:
<++>

that is ALL, run codesplicefixer.asm and now you have fully functional dll unpacked by you
without usage of any external tools, copy final.dll to core.dll and run Fire Daemon, bingo it works:

% FireDaemon Pro Service Manager v1.8 GA -10O] x|

File Service Help

B K ¥ rom om o om 2 "r o

Service | Status | Process | Startup Type | | zer
i

Firel'aemon Pro Service Manager -
v1.8 G [Build 2176]
Core Pra w1.8 [Build 2176]

Senal Humber Mame:
Senal Mumber:

Flatform : WWindows 2000 wversion 5.0 build 2195 Service Pack 4 s
Phuzical Memaory : 372040 free Kb, 522932 total Kb

virtual Memom @ 2069848 free Kb, 2097024 total Kb

kemony in uge; 285

Mumber of CPUz : 1 =
4] ¥
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4. Fixing not fixed part of IAT

Well this works, nice, now click on Service -> New, damn progy crashes =( Luckily I’ve set olly to
be my JIT (nah | switched to XP so no more softice in this tutorial), olly shows that this instruction

caused crash:

1Ea1E213 56 PUZH ESI |
16E1A914] FFOS CALL EBP
Al ECE4EERA MOL ERK, OWORD PTR DS: [ESE4EC]
1Ba1a31E| 83CA 28 ADD ERX, 2@
leaiasie) S3C4 28 AOD ESF,. 28
18a1as21| 3BFA CHF _ESI,ERX
leaias=3|»v4 8R JE SHORT Core. 188189:2F
16818925 56 FUSH E=SI
1BmiGE5E | FE1C FREAGEIRm |01 AWORN BTR NS F1AREERESRT MCIIFRTT £mlmse

Heh, some leftovers? No problemo we are gona code one more simple tool to fix those mov eax,[] ,
there is only 6-7 of them so no problemo here.

This is ms vc it has no embedded data in it, and all are nice and clean opcodes so no problemo with
running Ide trough it and scanning for OxA1 with addr in eliminated iat section.

Code is included [eax\eax.asm] and there is not much to explain about it:D It will scan dumped file
for mov eax, [IAT] and fix them to point to .adata section :D

Lets try now our newly fixed progy: 1
‘¥ FireDaemon Pro Service Manager v1.8 GA g@

File  Semvice Help

.;}(}gplnr»llz:.'f:ﬁ‘

Service Statuz Process Startup Type Izer

¥ iFireD aemon Service: dercko Funning Running Automatic LocalSpatem

Done, we nailed this bitch...

S verom u Boga, deroko/ARTeam
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5. References

8 http://www.reversing.be/article.php?story=20050926230916418 — haggar’s way to fix code
splices, easier way.

http://cracking.accessroot.com — anything more to say?

http://vx.netlux.org/29a/ - 29a e-zine

§
§

6. Greetings

I wish to tank all the ARTeam members for sharing their knowledge, and to 29a for great e-zine.

http://cracking.accessroot.com
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